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KUBEPBE3OITACHOCTDB U IPO®OUJIAKTUKA
KUBEPIIPECTYIHHHOCTHU

(01521 npeocmasumeneil UHMeNTUZEHYUL)

JlaBaiiTe ceroas moropopum 06 MHTepHeTe, Kak 0 MecTe, B KOTOPOM
MO>KHO TIPOIACTh, M B KOTOPOM PEAIbHO MPOMAJAl0T MHOTHE JIIOAU. A ObIBaET,
U LIeTIbIe CTpaHsl. «l ubenvnoe mecmo Mnmepnemy — 1akas Tema, COTJIaCUTECh,
3BYUUT 3aMaH4YMBEM, 4eM €CJIM TPOCTO cKazarh: «KubepbezonacHocmov u
npoghunakxmuxa xubepnpecmynsocmuy. XOTS CMBICI pa3roBopa BCE PaBHO
OyJleT UMEHHO TaKOM.

HNHTepHeT KaK Opy:KHe MPOTHB HAC

BcriomauMm ¢ Bamu, yTo HHTEpHET co3pgaBaicss B aMEPUKAHCKHX
BOEHHBIX JTA0OPATOPUSIX — U C T€X TOP BCE C HUM CBSI3aHHOE TaK WM MHA4Ye U
POU3BOIUTCS, U pabOTaeT Kak opyxue. Kak opyxue mpoTus Hac.

CkaxeMm, cmyTHUKOBBIII MHTepHeT 0oOecnieunBaeT CBsA3b Ha 1oJie 004.
CouuajabHble CeTH TMO3BOJSIOT COOMpATh TPYNNbl JIIOJAEH U AHOHUMHO
yOpaBiATh HMMHU Ha paccTossHUU. KpHOTOBAMIOTBI — HEOTCICKUBAEMO
OIUIAYMBATh KypaTOPOB TAKUX CETEU U JIFOOBIX TEPPOPUCTOB B IIPUHIIMIIE.

HagepHoe, He MHOTHE 00paTHiii BHUMaHKE, Kak 3uMoi 2023 roja uepes
COLIMAJIbHBIE CETH TMOMBITAINCh HATPABUTHh WICHOB HHTEPHET-COOOIIECTBA
«UBK Pénan» na pyrOonpHBIX PaHaTOB. ITO OBUI OJUH U3 TPEHUHTOB, OJTHO
U3 CaMBIX HATYPAJIbHBIX MOJEBBIX YUEHUN. A TIOTyIHUTCS JIH 3yMEPOB-00TAHOB,
HE BBUIE3AIONIUX U3-3a CBOMX KOMIIOB, BBIBECTH Ha YJIUIIbI, /1A €111€ U CTPABUTh
CO CHOPTUBHBIMH  «YJBTPAC»  (OpeaHU308anHble  2PYRNbL  CHOPMUGHBIX
bonenvuyurxos)?

Oxkazanoch, 4TO COBPEMEHHbBIE TEXHOJIOTMH IMO3BOJISIOT YK€ M TaKoe
nenatb. [IpaBaa, mpaBOOXpaHUTENH 10 PEATbHBIX CTHIYEK UM JOUTH HE JaJIH.
Opnako oueBuaHO: MIHTEpHET U3 1m0 0051, T/Ie X035€Ba BCEro — aHTJIOCAKCHI,
JIOPOC YK€ U 0 MHCTPYMEHTA PEAIbHOTO BIIMSTHUS HA KUBBIX JIFOJICH.

JIto6oe HaxkaThe Ha JHO00M KJIaBHATYype — 3TO OJHOBPEMEHHO €Il U
MMChMO aHTJIOCaKcaM, MO0 ThI MOXKEIIb YTO XOYellb JeJlaTh U XOTh Kak
HKPAHUPOBATHCS, HO KJIABUINIA €CTh KiaBuia. [1Moc Kakaplii COBpEMEHHbIN
raJKET JOKIIAAbIBACT «B UEHTP» (unu 6 JIonenu, unu 6 «8AuUHSMOHCKUL 0OKOM»)
000 BCEM, UTO MPOUCXOJUT HE TOJIKO BHYTPH HEro, HO M BOKPYr. Takum
o0pa3oM 3ammajHUKU — TPH KEJTAaHUU — MOTYT 3HATh BCE O MPEATIOUTEHHUIX
0eJIopyCcCKOro, HapuMep, MponaraHucTa.



BrnoTe 10 TOTO, 1€ TOT MK Ta MPOBOJUT BBIXOJHBIE, KyJla CHaydala
CMOTPHUT HA JIETKOMBICIIEHHBIX KAPTUHKAX, O 4YeEM UMEHHO pa3rOBApUBACT B
KypWIKE U Ha 4TO MPEAINOYUTAET TPATUTh 3apaboTaHHbIE KOHTPIPONAraHaou
TOHOPApBHI.

Kubeparaku Ha BUPTYaJbHOM 10JIe 005

CeronHsa HU OJWH YEJIOBEK, HU OJIHA CTPaHa HE 3acCTpaxoBaHa OT TOTO,
4TOOBI CTaTh 00BEKTOM KHOEpHanaaeHusa. MaccupoBaHHBIE XaKePCKHUE aTaKH
SIBJISIFOTCSL OJTHOW M3 CaMbIX 3HAYUTEIbHBIX U TOCTOSIHHO PACTYIIUX YTPO3 s
riobanpHOM Oe3omacHocTH B XXI| Beke. B3710M KOMIBIOTEPHBIX CHCTEM
CrocOOEH Mapaiv30BaTh IEJIbIE OTPACIH MPOMBIILIECHHOCTH, MPUBECTH K
MacIITa0HbIM YIKOHOMHYECKUM MPECTYIJICHUSAM, OCTAHOBUTH Pa0OTy OAHKOB,
3aKPBITh a3POMOPTHI U T.J.

Brosine ompegeneHHO MO 3ToMy TOBOAY Bbickazaiics IIpe3ugeHt
Pecnnyonuku benapycy A.I'.Jlykamienko: «Bo eécem mupe nabarooaemcs
pocm kuoepamak. Ilpuuem amakyrwom npesxcoe eécezo cmpamecuyveckue
00beKmul, 20Cy0apCmMEEHHblEe OpP2aHbl, Npeonpuamusi, O0AHKOECKYIO
cucmemy. To ecmv wuyenvlo ux A61AI0MCA  OCHOBHbBIE NYHKMUbL
JHcusHeobecneueHusn ar0d020 20cyoapcmed, 6 mom uducie u Hauwiezo. Imo
O00UH U3 IJIEMEHMO08 2UOPUOHOU 80UHbL, 0YeHb onacHblil Iaemenm. Llenv —
HaHeCMU MAKCUMANbHBLIL Yyuiepd IKOHOMUKe U 0ecmadunu3uposeams
6 umoze ooujecmeo. Cnedyem obdezonacums Haue 20Cy0apcmeo ¢ y4emom
mo20, Ymo y HaAC eCmby.

Hano nmornumats, 4to mr000e 9ykoe MporpaMMHOE 00ECTICUCHUE MOKET
OBITh M3HAYAJIIBHO 3apa)XKEHO 3aKJIaJIKOM C BO3MOXKHOCTBIO YJIAJIEHHOTO,
CKa)KeM TaK, MOJIphIBa. A €IIle 3aKyIaika MOXKEeT ObITh 3a7I05)KeHa anmnapaTHo, Ha
Tane KOH(UTypUpOBaHUsS 4YHUIOB YycTpoictBa. M ecnu mnpo Buwuodosc,
HarpuMep, Mbl OOBIYHO HE J[yMaeM, Kak Mpo MUHY 3aMEJIJICHHOTO JIEUCTBUSI,
TO JIFOOOU COBpeMEHHBIN CMAPT(POH TEOPETUUECKU MOKET TAKOW MUHOM CTATh
B JIIOOYIO MUHYTY.

Mbl Beab MHOTO pa3 C BaMU CIIbIIIATIM WM YUTAIU, KaK FOPSAT HIIH
B3PBIBAIOTCS 0aTapeu B MOOMIIBHBIX TenedoHax, mpasa xe? A eclid 5T0 OHU
He camu? Uctopus apabo-uzpaunvckux netiodcepos MOKa3bIBACT: OUCHD TaKe
MOXXET OBbITh, UTO M HE CaMH. BOSIThCA ATOTO KaXKIbIil JI€Hb, HaBEpPHOE, HE
HY’KHO, HO TIOMHUTb 00 3TOM CTOMT.

JIOTIOJTHUTEIBHY IO OTIaCHOCTH Krbeparakam u IPYTUM
BBICOKOTEXHOJOTUYHBIM MPECTYIICHUSIM MPUIAIOT BceoOIast
uudpoBu3anms ¥, CICAOBATEIbHO, 3aBUCUMOCThL BMeCTE CO CTHPAHUEM
rpanun. Takke — JOCTYMHOCTh MHCTPYMEHTOB BMECTE€ € HEBBICOKHM
YPOBHEM KOMIBIOTEPHOH rpamMoTHOCTH TpaxaaH. KuOeparaku HBIHUE
CTaJIM TeONnOJIUTHYECKMM MHCTPYMEHTOM U UCHOJIb3YIOTCS ISl IIMHUOHAXKA,
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JecTaduIn3alil OOCTAaHOBKHM, BJIIMSHHS Ha BBIOOpPHI M HaHECEHUs yIepoa
KpUTHYECKOU UHPPACTPYKTYpe 06€3 00BABICHUS OTKPHITON BOWHBI.
Cnpaeouno:

llo pezynemamam uccrnedosanusi komnanuu Positive Technologies,
yucno kubepamax 6 cmpanax CHI' evipociio noumu 6 3 pasa 6o |l keapmane
2024 2., ecau cpasuusams ¢ mem dxce nepuooomM npeovloyujeco 200d.

Ilpu smom benapyco 3amsana 3-e mecmo 6 peumunce cmpan CHI,
KOmopble uauje 6ce20 no08epeaomces Kubepamaxam.

Kaoicoas namasa amaxa 6 bBenapycu npuxooumcs Ha 20ccekmop (220/)
Ha emopom mecme — cghepa npomviuwnennocmu (14%), a na mpemveti
cmpouke — gunarncosas ompaciaw (11%). Mnoeo amax maxace nayenenvl Ha
CEeKmop meyieKoOMMYHUKayut, cgepul Hayku u oopasosanus (8%).

Kaowcoass emopas  kubepamaxa (57%) npusooum K ymeuke
KOHQuOenyuanvuolx  Oaunvix. Peoice  oHu  Hapywiaiom  OCHOBHYIO
oessimenvHocms (16%) unu necym npsamole punancosvie nomepu (8%). bonee
NOJIOBUHbL YKPAOCHHBIX CBEOCHULl COCMABIAIONM NEPCOHANbHbIE OaHHble U
KomMMmepueckas maina. [[ns psaoosvlx noavzosameneu Yy8CMEUMENbHOU
ocmaemcsi Kpaxca 0eHez Ha KApmouKax U KOUleIbKax.

Kak ¢ stum 6opothca? B benapycu ogHHM M3 KIIIOYEBBIX PEIICHUIA
CTaJIO IOJAIUCAHUE I'maBou rocyzapcTaa Yka3za
Ne 40 «O xkubepbOe3onmacHocTw», Ha 0aze KOTOpPOro B HaIlIell cTpaHe
chopMUpOBaHa OCHOBA KOMILIEKCHOT0 MHOTOYPOBHEBOI0 MeXaHH3Ma
NPOTUBOAEHCTBUSL KUOepaTakaM Ha TOCYJapCTBEHHbIC OpraHbl M
OpraHu3alliy, KPUTHYECKYI0 MHGOpMAMOHHYI0 HHpacTpykTypy. Co3aan
HanuonanbHbIi 1IEeHTp KHMOEpOE30MacHOCTH, @ MHOTUE KPYIIHbIE KOMIIAHUU
Takke  CcHOPMHUPOBAIIM  COOCTBEHHbIE  LIEHTPHl  MHPOPMALMOHHOU
0€30MacHOCTH.

C 1 wmapra 2024 1. B bemapycu QPyHKIHOHHUPYET MeEXaHU3M
NMPOTUBOAEHCTBUS HECAHKIMOHMPOBAHHBLIM ILIATEKHBIM OINEPAIUAM,
Korqa y  OaHKOB  TOSIBUJACh  BO3MOXKHOCTH  NPHOCTAHABIMBATH
MOJO3pPUTEIbHBIC TIEPEBOJIBI M COBMECTHO C IMPABOOXPaHUTEIbHBIMU
OpraHaMu paccieqoBaTh UHIIUIACHTHI.

Cnpagouno:
Coenacno onybnukosannvim oannvim om Positive Technologies,

6 2024 200y nawa pecnyonuxa 3ausana 70-e mecmo u3 166 cmpan 6 petimunee

NSCI (om amen. National Cyber Security Index, Hayuonanvhuliti unoexc

Kubepbe3onacHocmu) no ypoeuw Kubepbe3onacHocmu, YCmynue no 3momy
unoekcy cpeou cmpan CHI nuwos Monoose, Azepoatioxcany u Poccuu.

HNHTepHeT M0 KOHTPOJIEM CIIeLCIYKO
A enie IHTEpHET, NOCKOIBKY MBI BCE K HEMY HEIIPEPHIBHO OOpalaemcs,
BKJIAJIBIBAET HAM B T'OJIOBBI CBOH CMBICIIBI. CBOM — 3TO T€, KOTOPBIE NPOMUCAHBI
B «Bukunennmny», a OTTy1a nonajgar0T CHavyajaa B IMIKOJbHBIE U CTYJCHUYECKUE
rOJIOBbI, 3aT€M — U BO BCE€ HWHTEIUICKTYAJIbHbIE KOHCTPYKTHI MOJIHBIX
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MBICJIUTENIEH, YTOOBI MOTOM CTaTh SIKOOBI «0OIIen3BecTHbIMUY. Cama ke
UHTEPHET-dHIMKIONEAus (yorce MHO2OKpamHo Obii0  OnyoIuKosano) Kak
MuHUMYM ¢ 2008 roga penaktupyercs denepaibHbIM OIOPO pacciae0BaHUMI
(manee — ®BP) u LlenTpanbHbIM pa3BeabIBATCIBHBIM YIIPaBACHHEM (fajiee —
LIPY).

HeotBpatumo rpsiier U BpeMs UCKYCCTBEHHOTO MHTEJUIEKTa (J1anee —
NN). Vxe ceituac 3anaj npUHUMAET OTPAHUYUTEIbHBIE MEPBI.
Cnpagouno:

Vuusepcumem bonna pazocnan poccutickum cmyoenmam y8e0omieHus
0 MoM, Ymo OHU DoJblle He Mo2ym nocewjams pso Kypcos no MU, ananusy
oannvix u 3D-mexnonoeusm. Takoe peulernue obwsacHAemcA CaAHKYUAMU EC:
obyuenue NnO IMUM HANPAGIEHUAM ABIAEMCA MEXHUUECKOU NOMOWbIO
Poccuiickoti @edepayuu.

Koecoa nemyam 3aseunu, umo smo uyucmotl 800vl OUCKPUMUHAYUA,
cezpezayus U HaApyweHue npas 4eioseKd, npecc-cekpemapb YHugepcumema
CNOKOUHO omeemuj, 4YmoO OHU «OMKpblinbl ons  ecex UHOCMPAHHbBIX
cmydeﬂmoe u npomue OMCKpMMMHCZLﬂ/lZ/l, 0OHAKO sanpem HaA KypcCol

ouckpumuHayueti He cuumaemcsy. Lllancoe na cyoebnoe peuienue, Kax
NOHAMHO, Hem.

Hano momuHHTH, 4TO OOJbINAs YacTh COLMAIBHBIX CETEH HE TOJIBKO
co37laHa aHTJI0CaKCaMHM, HO M KypUPYETCs aHTJI0OCAKCOHCKUMHU CIICTICITY KOamMu
Hanpsmyto. HemaBHo amepukaHckuii He3aBUCHMBINA mopTan MintPress News
OIMyOJIMKOBaJl UTOTH CBOMX MHOTOYHCIICHHBIX pacclefOBaHUM, U3 KOTOPHIX
CTaHOBUTCS MOHATHO, uto Jtoau u3 LIPY, ®bP, I'ocnena, HATO u npyrux
rOCYJIapCTBEHHBIX HMHCTUTYTOB PETYJSIPHO HAMPABISIIOTCS Ha CIyKO0y B
COLIMAJILHBIC CETH (Hanpumep, makue, kax Facebook, Google, TikTok u Twitter).

Tam oHM paboTalOT B CHEIUATLHBIX CTPYKTYpax (ckajicem, omoe
0osepus u 6e3o0nacHocmu, ynpasieHue 6e30nacHoCmu U Mooepayuy KOHmeHma u
m.n.), PaKTUYECKH BJIMSS HA TO, YTO BUMAST U YUTAIOT MUJUIAAP/IBI JIFOACH 110
BceMy Mupy. Tak ke, Kak M Ha TO, YTO OOBIYHBIC >XUTENHU, TpakIaHe,
n30uparenn He BUIAT, HE CIBIIIAT U HE YATAFOT.

B paccnepoBanuu mpuBeneH OOJNBIION CHUCOK (aMuinii  SIKOOBI
obIBIIUX coTpyaHuKoB LIPYu ®BP, nepemenmux Ha padoTy B colMaIbHbIE
CETH U 3aHUMAIOIIUX TaM BaXXHBIE C TOUKH 3peHUs (POPMUPOBAHUS MPABUI U
KOHTEHTA JOJKHOCTH.

NmeHHO Te «OBIBIIME COTPYIHUKH» OOBIYHO PEIIalT, KOr0 U 4YTO B
COLICETSAX HAN0 «MUHUMHU3UPOBATHY (noodasisimp), a KOIO WIH YTO
«IUTKOCOBATHY (PACKPY4UBAMD).

Cnpaeouno:
Bom nenoanwviii cnucox «oviguiux COI’I’lp_V@HMKO@», 6ceco IHce maxKkux
aceimoe COmHRu.

Jlon Bepmon, komopas 6 2019 200y ocmasuia 00aHCHOCMb Cmapuiezo
cogemHuKa no unHosayusim oupexmopa DPBP, umobwsl cmamv cmapuium
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OUPEeKmMopoM no cmpamezuu U Onepayusim 6 cpepe npasa, 20cy0apcmeeHHoU
noaumuxu, 0ogepus u bezonacnocmu 6 Twitter.

Jiceipp Kapnmon — xomanoyrowuii Kopnycom mopckoii nexomsl u
oasnutl anarumux pazeeoku ILIPY u ®BP, ¢ mae 2021 2. noxumyn
IIpasumenvcmeo, umobvr nepeumu 6 Twitter na OO0HCHOCMb cmMapuie2o
MeHedHcepa npospammsl N0 008epuro U 6€30NacHOCmU.

Xeitnu Yane — Ovigwull 3amecmumenv 2lA8HO2O HOPUCKOHCYIbMA
Munucmepcmea enympenteti 6e3onacHocmu u 3amecmumenb NOMOWHUKA
oupexkmopa ®BbP, komopas nokunyna 610po, umobsl cmams 3amecmumenem
2/IABHO20 TOPUCKOHCYIbMAa KomnaHuu Meta u 3anumamuvcs eonpocamu
Kubepbezonacnocmu u paccied08anull.

Jcou Yan, komopwiii 6 2021 200y ocmagun nocm KOMAHOYIOULE20
Apmuu  CLIA, umobvr cmamv MeHeOdHCeEPOM NPOSPAMMbL 008epus U
oesonacnocmu 6 Meta.

Annen Hukcon — oviswasn acenm DBP, cmaswias menedsicepom no
paccnedosanusim y2pos Facebook.

Yeppenn H. — ovisuui acenm OBP, pabomarowuii cneyuaiucmom no
gonpocam noaumuxku ¢ Twitter.

Aapon bepman — azenm L[PY 0o urons 2019 2., koeoa oH nOKuHy1 nocm
cmapwie20  MeHeOxdcepa NO  AHAIUMUKe, uUmoObl cmams  CMApPUIUM
MeHeoHcepomM No NPoOYKMOBOU NOaUmMuKe 8 obaacmu oesuHpopmayuu 6
komnanuu Meta, mamepunckou komnanuu Facebook, Instagram u WhatsApp.
Ilo cnosam A.Bepmana, HblHewHssE O00aXCHOCMb Oelaem e20 2ld8ol
KOMauowl, Komopas nuuiem npasuira 0as Facebook, onpedenss, «umo
npuemiemo, a Ymo Hemy OAi mpex C JUWHUM MAPO HOJb308amenell
nrameopmel. [lpasuna 0ns noumu nojo8uHbl HaceleHus 3eMu.

NHTepHET KAK HHCTPYMEHT IMCUXO0JIOTHYECKOT0 MAHUITYJIMPOBAHUS

Hano nmpusHath: HaC mpuyduiv, a Mbl C BaMHU, KaK U BCE OCTaJbHbBIC
KUTENN 3eMJIHU, IPUBBIKIU U K THTEepHETY, U K cMapTgoHaM, U K COLIMATbHBIM
CEeTsIM, U K KpuntoBaiatoraMm. M He cobupaemcs HU OT yero otkasbiBaThes. U
NpOJIaKaM JIMYHBIX JAHHBIX IPUBBIKIN, W K IOCTOSSHHOMY KOHTPOJIIO
reOJIOKAlNH, U K MPOCITYIIMBAHUIO OKPYIKAIOIIErO MMPOCTPAHCTBA. ..

[TosTomy maBaiiTe XOTsi Obl MHPOTUTHUEHY COOJIIOAATH, XOTSI OBl CBOIO
roJIOBYy B YHUCTOTE Jep)KaTb. DTO W OyJAET HAll MUHMMAJbHBINA BKJIaJd B
K10epOe30MacHOCTh U B MPOPUIAKTUKY KHOEPHPECTYITHOCTH.

Cnpagouno:
3a 8 wmecayes 2025 2co0oa Hayuonanouwvii yewmp 3auumol

NEPCOHANLHBIX OAHHBIX noayuun 21 ysedomienue o HaApYWeHuu cucmem

3auumsl NEPCOHANbHLIX OAHHLIX, U3 KOMOpwulX 06a — 00 ymeuxe. Ilo

mpebosaruIo yeHmpa yoanieHo oonee 3,3 MIH 3anucell, a makice bonee 2,7 MiH

8UOe0 - U ayouozanucei, Co0epHcauux He3aKOHHO 00pabamvleaemyo
KOH@UOeHYUabHy0 uHgopmayuro.

B benapycu co3maHbl  HEOOXOAMMBIC YCIOBUS JJIS  3alUTHI
MEPCOHAJLHBIX JIAaHHBIX M 0€30MaCHOCTH JMYHOCTH M OOIIECTBAa TIPU HX
ucnojs3oBanun. 3akoH Pecnybmuku benmapyce «O 3amure nepcoHaIbHBIX



JTAHHBIX», TpUHATBIA B 2021 romy, MaeT MOHATH, Kakyr HWHQoOpMaIuio
0 YeJIOBEKE MOXKHO COOMpaTh U PACIIPOCTPAHSITH, @ KAKYIO HE CTOUT.

Cnpaeouno:

UYmobul 3awumums ceou auynsie OanHvle 8 MumepHeme u uzdesxcams
npoo.em, pekomeHoyemces cooa00ams HeCKOIbKO NPOCMbIX NPAGUIL:

1. Bcecoa enumamenvHo uumavime, Ha uYmMoO 6bl Oaeme CO21AcCUe.
U3zyuatime nonumuky ob6pabomxu NEpCOHANbHBIX OAHHLIX, U3 MeKCmda
KOMOPOU MOJHCHO NOHAMb, KaKue 8auiu 0anuvie 6yoym cooupams u Kax ux
UCNONIb308AMb,

2. Ucnonwv3ytime HaoedicHble Napoau u eKIoUaume 08YXEaKmopHyo
3awumy, 4modbl NOCMOPOHHUL He CMO2 63/10MAMb 8aUlU AKKAYHMbL.
Cnedyem ¢ MakCuMaaibHOU OCO3HAHHOCHMbIO NOOXO0OUMb K PAZMEUeHUro
MUYHOU UHopmMayuu 8 coyuanvHulx cemsx. He ciedyem onyoOniukosvieams
nacnopmusie OauHvie, OAHKOBCKUE PeK8U3UMbl, (JOmMo OUNemos, ciyxicebHbvle
OOKyMeHmbl U Mm.N.;

3. Byovme ocmopodicHbl ¢ NOOO3PUMENbHBIMU NUCOMAMU U 360HKAMU —
Mo Moxcem OblMb NONBIMKA 0OMAHOM NOAYYUMb NEPCOHANIbHbIE OAHMbIE.
Pezynapno obnosnsaiime npocpammel u aumusupycel, a 01 padomol
6 Unmepneme evibupatime movKo nposepeHHble Catimol U NPULOHCEHUSL,

4. BepesxcHo omHocumecs K C8OUM U UYHCUM OAHHBIM: He coodwatime
PEeK8U3UmMbL Kapm, NApoau U JUYHVIO UHGOPMAYUID HE3HAKOMbBIM JUYAM,
ocmepe2aimect MOUEHHUKO8 U COMHUMENbHbIX COOOWeHUl, obpawatimecs 8
npagooxpanumesnbHovle opeanvl. Bcecoa coxpansiime 300po8ulil CKenmuyusm
U He MOPONUMeCh GbINOJHAMb HENPOBEPEHHbLE UHCIPYKYUU.

Haubonee pacnpocTpaHeHHBIMH  BHAAMU  KHOEPMOIIIEHHUYECTBA
B Pecnybnuke benapych mo-mpexxHemy SBISIOTCS (MIIMHI, TO €CTh Kpaka
JIMYHBIX TAHHBIX, 1 MOIIEHHUY€CTBO ¢ 0aHKOBCKMMH KAPTAMU.

Cnpaeouno:

Ipumepsvl camuvlx pacnpocmpaneHHbIX CXeM:

360HKU om umenu oaunka, compyonuxa MBJ/], KI'b u unwix
20CYy0apCmeEeHHbIX O0p2aH08, Ko20a MOWEHHUK, UCNONb3Y MEeXHOI02UK
NOOMeHbl HOMepda, 360HUM C HOMePA, NOX0MCe20 HA OQUYUATbHBIL HOMED
banka u coobwaem o «nOOO3PUMENbHOU ONePayuuy ¢ Kapmotl, «OJI0KUposKe
cuemay Ui «NONbIMKe 83/10Ma», d 015 «3AUWUMBLY UIU KOMMEHbl ONePaAyULLy
npocum cooouums CVV-xo0, Oanmvie uz SMS-coobwenus ¢ Kooom
noOmeepIHcOeHUsl, NAPOJib U3 UHMEPHEem-0AHKUH2A UL nepesecmu 0eHbeU HA
«bezonacuulily (Ha camom oejie NOOKOHMPOIbHbILL MOUWEHHUKY) Cuem,

Gumiunzosvie SMS-coobwenun u nucoma, xozoa npuxooum SMS-
coobuenue U JIeKMPOHHOE NUCLMO C COoDWeHUueM O «DJI0OKUpOsKe
Kapmosly, «npooieme C HAIO20MY», «8blucpblule 8 Jlomepee», KOmopoe
Cco0epicum CcolIKy HA QUIUUHEOBbIL UHMEpPHem-pecypc (catim — KIOH),
KOMOpblll 8b121510UM KAK OUYUAlIbHbIIL UHMEPHEem-pecypC OaHKA, HANL0208O01
U 0py2o2o 20CyO0apCmeeHH020 Opeana, 20e mpebdyemcs 66ecmu J02UH,
napoib, OaHHble NIAMENCHBIX CPeOCM8, NOCJle 8600d KOMOPHIX COBEPULAENICS
Xuwenue;

MOWEHHUYECMEA 8 COUUANbHBIX CemAX U Meccenocepax («Vibery,
«WhatsApp», «Telegramy), koeoa 310yMblULIEHHUK 83]1AMbIBAEN AKKAYHM 8
coycemu uau coszoaem Hetikosvlll, NOXONCUNl HA He2o, nuuiem OaU3KUM
POOCMBEHHUKAM OM UMEHU Gadelbyd AKKAYHMA, 4MO CPOYHO HYHCHbI
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OeHb2U HA «OUeHb BAJICHOe 0el0y (CILOMANCS meleqOoH, NONAl 8 CLONCHYIO
cumyayuro, nonan 6 JTII u Op.), npoca Huxomy He 380HUMb, JIUOO
ananocuyHas npeovloyulell cxema, K020a MUWEHbI0 CIMAHOBAMCs OpY3bs, a
MOWEHHUK Om UMeHU Opyea nuwem, 4mo 3acmpsiil 3a cpaHuyel, y He2o
VKpaAu 0eHvbau/O0KyMeHmbl, U RPOCUM CPOUHO nepesecmu CpeoCcmad,

MOUWIEHHUYeCmea Nnpu OHIAUH-NOKYHKAX HA NI0WAOKAX hno
npooaice Mosapoe (Mop2osuvle NIOWAOKU, MAPKEMNIEUChl, Coycemu), Ko2oa
MOWEHHUK pasmeujaem npusiekamenvbHoe obvsgienue 0 npooadxce mosapa
(mexHuka, demckue ewju, HCUBOMHvle) no 3anHudiceHHol yere, npocum 100%
npeoonaamy Ha kapmy uau udepe3 EPUII, nocne wuweeo ucuezaem.
Ananocuunas, Ho obpamuas cxema, Ko20a xcepmea npeoiazaem mosap K
npooasice, @ MOUWLEHHUK, UCNOIb3YSL €20 KOHMAKMbl 8 MeCCeHOcepax Ui
COYUANbHLIX CemsX, npediazaem Kynums moeap ¢ OO0CMABKOU, SAKOObl
0QOpMIIEHHOU OHAAUH, HPUCLIIASL QUIUUHROBYIO CCBLIKY OJIsl ONIAmbl,
NPEeOHA3HAUeHHYI0 Ol  NOJNYYeHUs. OAHHbIX NAAMENCHbIX CPeoCcms U
nociedyrule2o XUeHus: OeHe’CHbIX CPeoCcmae;

(heiikosvle uHmMepHEM-MAZA3UHBL, KO2Od CO30Aemcsl KPACUBbLIL CaAlim-
OOHOCMPAHUYHUK ~UIU 2PYNNA 6 COYUANbHOU cemu  (3auacmyio 8
«HUncmazpam»), ¢ 02pOMHBIMU CKUOKAMU HA AKMYANbHBII Y HACENEHUS MO8ap
(mexnuxka «Apple», caoosas mebennb, Haldysuvle Oaccelinvl, OpeH008asl
ooedcoa u 0p.), a nocie npedoniamvl Mmoeap He NPuxooum, a Caum uiu
2PYnnvl ucue3arom, 1bo coodweHUs JHcepmabvl Oaiee UCHOPUPYIOMCS;

MOUIEHHUYECMEA NOO0 8UOOM 20CYOApPCHIBEHHBIX OP2AHO08, K020d
Jrcepmee nocmynaem 380HOK OM UMEHU «Cyovuy, «compyonuxka MBIy,
«HAN02080ULY ¢ MpeboBAHUEM CPOYHO ONAAMUMb HeKUUl QUKMUBHBIU 007,
Wmpagh unu NOWIUHY, Y2poxcas apecmom c4emos Uiy Opyeum HaKazaHuem,
npocsam YCmaHo8Ums NPuiodiceHue Ojisi YOAIeHH020 00Cmyna (Hanpumep,
«AnyDesky unu «TeamViewery) ons «npogepku cuemay, 4mo oaem um
NOJIHBIL KOHMPOJIb HAO YCMPOLUCMEOM NOMeEPNesuLeo,

gunancoevie nupamudvl U UHEECMUUUOHHbIE MOUIEHHUYECMEd,
makue KAk — NpeoilodCeHUs  «BblCOKOOOXOOHBIX  UHBECMUYULY 8
KpUnmoeanomy, Oupicu uiu cmapmanvl ¢ 2apaHmupoSaHHbIM 6blCOKUM
00X000M, U O HAYATY MO2YmM 0axce 8bINIAYU8ams HeboIbUUe NPOYEHMb,
ymobvl nomepnesuilll 6Hec ewje 00Jbule OEHENCHLIX CPeOCms8 U Npusei
POOCMBEHHUKOS, OpY3ell U 3HAKOMbLX, NOCIe Ye20 NPOeKm 3aKpvléaemcs, d
OeHedHCHble CPeOCm8a NOXUWAIOMCH,

BLIMOZAMEILCINEO HA UHMUMHOU NOUBE ((CEKCMOPUIEHY), K020a
MOWEHHUK Yepe3 coycemu 3HAKOMUMCS C HCePMBOLL, 6Mupaemcs 8 0osepue,
CKIOHsIem K 00WeHUI0 8 gudeoyame UHMUMHO20 XApaKmepa uil K Omnpaske
OMKPOBEHHBIX (hOMO, 3anuUcvléaem uOeo Uil 0eiaem CKPUHULOMbL, a 3amem
wanmasicupyem, mpedys 0eHbeU, Yepodicas pazociamv MAmepuanvl 8cem
OpY3bAM U POOCMBEHHUKAM HCEPMBDL.

YTo TYT MOXHO W HYXKHO JenaTh, BeAb O0phOa MPOTUB TAKOTO BHUAA
MIPECTYIVICHUH — 3TO COBMECTHAs 3a00Ta TocyapcTBa U camux rpaxaan? He
Ha70 OosThCs. BakHO exemHeBHO cOOMOAaTh TMpaBuiia WHPOPMAITMOHHON
TMTUEHBl — U JIeNaTh 3TO C TEM K€ PBEHUEM, KaK Mbl BCE MBUIM PYKH MOCIE
nepBbix u3Bectuit o COVID-19. HacrauBarh, yTOOBI Tak k€ BeIM ceOs U
POJICTBEHHUKH, U 3HAKOMbBIC, U KOJUIETH. YUUTh WH(OOPMAIIMOHHON THUTHEHE
JEeTEN.



N nomuuth: B 1000M, JOake caMOM TPOJAYMAHHOW CHCTEME
0€30MacHOCTH — U OCOOEHHO B CaMOW MPOJyMaHHOM — YEJIOBEK SBJISIETCS
caMbIM cJa0biM 3BeHOM. [103TOMY B HMH(OpPMAIMOHHYIO 3MOXY MOBBIIIATH
CBOIO JIMYHYIO [IU(GPOBYIO TPAMOTHOCTh HAJ0 HETPEPHIBHO.

CoBpeMeHHbIE TEXHOJIOTUU UTPAIOT BCE OOJBIIYIO POJb B Pa3IMYHBIX
OTpaciisiX, TAaKUX KaK KOCMOC, 3JI[paBOOXPaHEHUE, MPOMBIILJICHHOCTD,
(¢uHaHCHl, 00pa30BaHUE, TPAHCIIOPT... Aa BO Bcex obmactsax ku3Hu! OT yar-
00TOB /10 OECIUIIOTHBIX aBTOMOOUJIEH — MCKYCCTBEHHBINM MHTEICKT MEHSET
HaII MU, Aeast ero kompopTHee u yaooHee. OiHako MacmiTad Bo3aAeicTBUS
HNH Ha yenmoBeyeCTBO HAM €11E MPEACTOUT OCO3HAT.

«C 00HOIl cMOpOHBl, COBpPEeMEHHbIE MEXHOI02UU CO30al0m MmblCAYU
HOGbIX 603MoOMcHOCmell u nepcnekmug. C Opyzoui cmopouvl, OHU
HOPOHCOAIOM MHOMCECME0 PUCKO8 U Y2po3 — (heiiku, Oe3undopmanus,
amaku Ha Kpumuueckylo ungpacmpykmypy. Hmea cnocoonocmsp K
camoodyuenuio, Imom uncmpymenm (pUM. — UCKYCCTBEHHBIM UHTEIICKT)
Modcem nozyoumov uenogeuecmeo, eciu €20 GblnyCmumb U3-noo
KOHmpoasa... », — BOT Ha 4To oOpatuin BHUMaHue [Ipesument PecryOnuku
benapycy A.I'.JIykamenko 28 HosiOps 2024 r., BeicTymas B AcTaHe Ha
cammute OJIKb.

KopoTtko moapiToxkuM: Kakue Obl 3((EeKTUBHBIE MEpPbl 3alIUThl HU
IIPUHUMAJIUCH HAa I'OCYIapCTBEHHOM YPOBHE (a OHU NPUHUMAIOMCS, NPOCMO 00
9MOM Heb3sl, N0 NOHAMHbIM NPUHUHAM, 2080PUMb 6CNYX), BCE-TAKU KIIOUYEBYIO
posib B oOecriedeHUH O€30MAaCHOCTH WrpPaeT OCBEAOMIICHHOCTh W
BHUMATEIIBHOCTh KaXKJ0TO U3 HAac. MBI caMy JOJKHBI OBITh OCTOPOKHBIMH U
OJIHOBPEMEHHO TOTOBBIMH aIaITUPOBATHCS K HOBBIM YIpO3aM, YTOOBI OBITh B
COCTOSIHUM CO3/1aBaTh KaK MOXKHO Oosiee O€30macHyio cpemy s BceX
IpaK/IaH.

Cnacu0o.



